
Aruba ClearPass Policy Manager with WTI TACACS 

 

Step1: Join AD Domain Controller 

1. In the Policy Manager, navigate to Administration > Server Manager > Server Configuration  

2. Under AD Domains section click Join AD Domain button and fill in all requirement and click 

save.  
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Step 2: Adding Active Directory as an Authentication Source 

1. In the Policy Manager, navigate to Configuration > Authentication > Sources > click the Add link 

2. In General section under Type dropdown select Active Directory and fill in all requirements. 

 



 
 

3. In Primary section, fill in all requirements. 

 
 



4. In Attributes section, enable any if needed. 

 

 
5. Save 
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Step 3: Import WTI TACACS+ Services   

1. In the Policy Manager, navigate to Administration > Dictionaries > TACACS+ Services > Import.   

 

 

 

Step 4: Add Devices 

1. In the Policy Manager, navigate to Configuration > Network > Devices > click the Add link 

2. In Device section: 

• Name: {Name your device} 

• IP or Subnet Address: {Device IP Address or subnet Address} 

• TACACS+ Shared Secret: {your TACACS shared secret} 

• Vendor Name: WTI 

• Enable RADIUS Dynamic Authorization: check port 3799 

3. Save 



 

Step 5: Create WTI TACACS Profiles 

1. In the Policy Manager, navigate to Configuration > Enforcement > Profiles > click the Add link 

2. In Profile section: 

 

• Template: TACACS+ Based Enforcement 

• Name: {Name your tacacs profile} 

• Type: TACACS+ 

• Action: Accept 

 

 



3. In Services section:  

 

For Administrator Access Level 

• Privilege Level: 15 (Privileged) 

• Selected Services: WTI:TCP 

Service Attributes 

• Type: WTI:TCP 

• Name: priv-lvl 

• Value: 15 

 

              For user Access Level 

• Type: WTI:TCP 

• Name: priv-lvl 

• Value: 5 
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Step 6: Create WTI TACACS+ Policies 

1. In the Policy Manager, navigate to Configuration > Enforcement > Policies > Click the Add link 

2. In Enforcement section: 

 

• Name: {Name your policies} 

• Enforcement Type: TACACS+ 

• Default Profile: {select your Tacacs profile that you created in step 5} 

 

 
 

3. In Rules section > Add Rule 

 

For Tips: 

 

• Type: Tips 

• Name: Role  

• Operator: MATCHES_ANY 

• Value: {TACACS+ Super Admin} 

• Profile Name: {select your Tacacs profile} 

 

 

 

 

 

 

 

 



              For Authorization: 

• Type: Authorization: {Your domain active directory} 

• Name: memberOf 

• Operator: CONTAINS 

• Value: {Your TACACS Admin Group} 

• Profile Name: {select your tacacs profile} 

 

Summary page 

                       

 

 

 

 

 

 

 

 



 

Step 7: Create WTI TACACS+ Services 

1. In Policy Manager, navigate to Configuration > Services > Click the Add link 

2. In Service section: 

 

• Type: TACACS+ Enforcement 

• Name: {Name your tacacs service} 

              Under Service Rule: 

• Type: Connection 

• Name: Protocol 

• Operator: Equals 

• Value: TACACS 

 

3. In Authentication section:  

 

• Authentication Sources: {Your Active Directory} 

 

 

 

 

 

 

 

 

 

 

 



 

4. In Enforcement section: 

 

• Enforcement Policy: {Select Your WTI TACACS Policy} 
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WTI TACACS Configuration 

1. From CLI, enter /N and select 28 for TACACS. 

 


