DUO with Active Directory and Cisco ISE with WTI TACACS Client
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Introduction

This document describes how to configure Duo push integration with Active Directory (AD) and Cisco
Identity Service (ISE) as Two-Factor Authentication that connect to WTI Radius client.

Components used

- Windows Active Directory

- Duo

- Duo Authentication Proxy Manager
- Cisco ISE

- WTI TACACS client

Communication process

. WTI makes an authentication request to Cisco ISE

. Cisco ISE sends authentication request to the Duo Authentication Proxy

. Duo Proxy sends a request to Active Directory

. Duo Authentication Proxy connection established to Duo security over TCP port 443

. Secondary authentication via Duo Security’s service

. Duo authentication proxy receives authentication response

. Cisco ISE return to WTI with Access Accept + Radius attribute 41 and WTI permits the user access.
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Active Directory Configurations

1. Navigate to Active Directory Users and Computers > Add new User and Password

created duouser account in active directory users and computers.
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1. Log in into your Duo Admin portal

2. On the left side panel, navigate to Users, click Add User and type the name of the user that matches

your Active Domain username, then click Add User.

Dashboard
Policies
Applications

Users

Add User

Pending Enroliments
Bulk Enroll Users
Import Users
Directory Sync

Bypass Codes

Groups

2FA Devices

Q@ Search for users, groups, applications, or devices

Dashboard » Users > Add User

Add User

Most applications allow users to
Learn more about adding users

enroll themselves after they complete primary authentication.

&

Username

‘ duouser

Should match the primary authentication username.
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3. On the new user’s panel, fill in the blank all the necessary information.

4. Under user devices specify the secondary authentication method. Click Add Phone

Phones

Add Phone
You may rearrange the phones by dragging and dropping in the table. Learn more about activating a replacement phone C7. o v

This user has no phones. Add one,

Endpoints

This wser has no davices.

This user has no hardware tokens. Add one.

This user has no bypass codes. Add one.

WebAuthn & U2F Add Security Key

5. Type in the user’s phone number and click Add Phone

Dashboard > Users > duovpn > Add Phone

Add Phone

Learn more about Activating Duo Moblle (4.

Type ® Phone
Tablet
Phone number — - & NG Show extension field

Optional. Example: “+52 1 222 123 4567*



Dashboard > ¥ e P TIH TWE > Activate Duo Mobile

Activate Duo Mobile

This form allows you to generate a new activation code for this phone's Duo Moblle application. The Duo Mebile application allow:
mobile device or authenticale via Duo Push,

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone o T BT
Send links via SMS
® Email d——
Email e af—

8. Select Email in order to receive the instruction via email, type your email address and click Send
Instructions by email.

Q Search for users, groups, applications, or devices

Dashboard
Dashboard & =m = - Activate Duo Mobie

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl

mobile device or authenticate via Duo Push.

Single Sign-On

Note: Generating an activation code will invalidate any existing Duo Moblle credentials f¢

Users

Groups Phone "om mEm
Endpoints

2FA Devices Expiration 24 hours v| after generation
Phones

Hardware Tokens

WebAuthn & U2F e ol  Generats Duo Mobile Activation Code




9. You receive an email with the instructions, as show in the image

This is an automated email from Duo Security.

Your organization invites you to set up Duo Mobile on your phone. You will find instructions from your Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device:

e L =

Just tap this link from + ™ g W ,r copy and paste it into Duo Mobile manually:
__B g | B - .’«,’-'

If you're not reading thisfrom+ m = = smmn Duo Mobile on your phone and scan

this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes.apple.com/us/app/duc-mobile/id422663827

Android: https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
10. Open the Duo Mobile App from your mobile device and click Add then select Use QR code and scan
the code from the instructions email.
11. New user is added to your Duo Mobile App.

Duo Authentication Proxy Configuration

1. Download and Install Duo Auth Proxy manager from https://duo.com/docs/authproxy-reference.

2. On the Duo Admin Panel navigate to Applications and click Protect an Application.
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Dashboard

Rashboard > Applications
Device Insight - z

Applications Protect an Application
Policies v
Applications
Protect an Application

Manage your update to the new Universal Prompt
Single Sign-On X )

experience, all in one place. o
Users
Groups Got Started Get More Information (4
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Endpoints

2FA Devices
Export v Q search

Trusted Endpoints



https://duo.com/docs/authproxy-reference

3. On the search bar, look for Cisco ISE Radius.

Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication,
You can start with a small *proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.

Documentation: Getting Started

Choose an application below to get started.

isel

Application Protection Type

[ ¢ Akamai Enterprise Application Access 2FA Documentation Cf Protect

(I‘C\O Cisco ISE RADIUS B 2FA Documentation [ o

4. Copy the Integration key, Secret key and the APl Hostname. You need this information for the Duo
Authentication Proxy configuration.

Dashboard > Applications > Cisco ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details

Integration key ‘ AR R TEEW Copy ‘

Secret key sesceccssscesceelV/Gho Copy ‘
\7 —_—
Don't write down your secret key or share it with anyone.

API hostname ‘ [t B oLl v iy D Copy ’

5. Run the Duo Authentication Proxy manager application and complete the configuration for both
Active Directory client ISE Radius server and click Validate.

Duo proxy config: authproxy.cfg



The Duo proxy config file should be on the machine you installed the Duo proxy program, at this file
location:

Windows
C:\Program files\Duo Security Authentication Proxy\conf\authproxy.cfg

Linux
Jopt/duoauthproxy/conf/authproxy.cfg

£ Duo Authentication Proxy Manager = o X

Version: 56.0

@ Authentication Proxy is running Up since: 3/5/2022, 9:23:04 AM = i

Unsaved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take 1
[ad_client] several minutes...
1=10.28.17.107 {info] Testing section 'main' with configuration:
wme=Administrator [info] {‘'debug': 'True',
rd= Foaw A0 ‘log_max_files': '10',
=O(=agarciam,DC=cisco 'log_max_size': '20971520',
‘test_connectivity_on_startup': 'true'}
[radius_server_auto] t S
Key=lpmm 2 m L Sy P [info) ———m4}™ ™™™
[info] Testing section 'ad_client' with configuration:
[info] {'debug': 'True',
‘host': '10.28.17.107°,
*search_dn': 'DC=agarciam,DC=cisco’,
‘service_account_password': 'seeex',
'service_account_username': 'Administrator'}

[nfo] ———r————————

[info] Testing section 'radius_server_auto' with configuration:

Below is sample configuration of authproxy.cfg

- Primary authenticator, Windows Active Directory Server is on 172.16.0.14
- Duo Authentication Proxy manager is on Windows Server 172.16.0.40

- WTI Device is on 172.16.0.44

- CiscoISEison 172.16.0.49

[ad_client]

host=172.16.0.14

service_account_username=duouser
service_account_password=duosecret
search_dn=DC=wti-lab,DC=com

security_group_dn=CN=DUO,OU=IT Department,DC=wti-lab,DC=com



[radius_server_auto]
ikey=XXXXXXXXXXXXXXXXX
skey=YYYYYYYYYYYYYYYYYY
api_host=api-123456789.duosecurity.com
radius_ip_1=172.16.0.49
radius_secret_1=test123

client=ad_client

port=1812

Cisco ISE Configurations

Step 1: Create TACCAS profile and TACACS command set

To configure the profile, navigate to Work Centers > Policy Elements. On the left-hand side select

Results and click the dropdown arrow.

Overview Identities User Identity Groups Ext Id Sources
Conditions > TACACS PrOflleS
Metwork Conditions >

- e

Network Resources

Policy Elements

Allowed Protocols & Refresh } Add fj Trash ™
TACACS Command Sets
] Name Type Description
TACACS Profiles
[ Default Shell Profile Shell Default Shell Profile
] Deny All Shell Profile Shell Deny All Shell Profile
O wLcALL WLC  WLC ALL
O  wLC MONITOR WwLC WLC MONITOR
O wWTI Admin Shell
J  wTlUser Shell




For WTI Admin access level with privilege level 15.

Overview Identities
Conditions >
Network Conditions >
Results N

Allowed Protocols
TACACS Command Sets

I TACACS Profiles

User Identity Groups

Ext Id Sources

TACACS Profiles > WTI Admin
TACACS Profile

ame
WTI Admin

Description

Task Attribute View Raw View
Common Tasks
Common Task Type Shell i)

Network Resources

Policy Elements

Device Admin Policy Sets

Default Privilege

Maximum Privilege

15

15

~

~

(select Q1o 15)

(Select Otw1 5)

Privilege levels for the different access levels:

View Only — 0-4
User — 5-9
Superuser —10-14
Admin - 15

Add a command set in TACACS Command Sets to permit all. Click Add from the top menu and fill out as

below:

Overview Identities

Conditions

Network Conditions

Results

Allowed Protocols

I TACACS Command Sets I

TACACS Profiles

User Identity Groups

Ext Id Sources

TACACS Command Sets » PermitAllCommands

’ Command Set
»
Name
" PermitAllCommands

Description

Commands

Permit any command that is not listed below

Network Resources

Policy Elements



Step 2: Create network Device

1. Navigate to Administrator > Network Resource > Network Device > Default Device
Enable TACACS and define shared secret.

Network Devices

Network Devices

| Default Device

Device Security Settings

Network Device Groups

Enable RADIUS
RADIUS UDP Settings

* Shared Secret

Use Second Shared Secret

RADIUS DTLS Settings (1)
DTLS Required

Shared Secret

Issuer CA of ISE Certificates for CoA

General Settings
Enable Keywrap

* Key Encryption Key

* Message Authenticator Code Key

Key Input Format

Network Device Profiles

External RADIUS Servers

oo

radius/dtls

Select if required (optio

© Ascil () HEXADECIMAL

RADIUS Server Sequences

NAC Managers External MDM

Show

TACACS Authentication Settings
Enable TACACS

Shared Secret

Enable Single Connect Mode

0

© Legacy Cisco Device

(O TACACS Draft Compliance Single Connect Support

Show H Retire  |(D)

Step 3: Connect or join Active Directory user with Cisco ISE

1. Navigate to Administration then click Identity Management and click External Identity Sources.

X Cisco ISE

Dashboard

Recent Pages
ttings
Ident
c]
Identiti:

External |

Context Visibility

System

Identity Management

Identi

Groups

Q, What page are you looking for?

Operations Policy Administration

Network Resources

Work Centers

pxGrid Services

Summ

Feed Service

Profiler

Threat Centric NAC

Third Pal

Location .



2. On External Identity Sources tab, Navigate to Active Directory and click Add

= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources| Identity Source Sequences Settings
External Identity Sources ACthe D |re Cto ry

=
=

= o

'Q\ Node View %€ Advanced Tools v Scope Mode
3 Certificate Authentication F
Join Point Name -~ Active Directory Domain
-~ 1 Active Directory O Y

“g AD-WTI-LAB [:] AD-WTI-LAB witi-lab.com

£ LDAP

3. Under Connection section. Fill in the all requirement and click submit.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Allowed Domains PassivelD Groups Attributes Advanced Settings

=] @

= Join Point Name: AD-WTI-LAB 6]
» 3 Certificate Authentication F -
~ 3 Active Directory Active Directory wti-lab.com (@]
Domain =

< AD-WTI-LAB

= LpAP = Refresh Table
£ obBC
O ISE Node - ISENode R... Status Domain Controller Site
5 RADIUS Token
] CiscolSE.wti-lab.com STANDALONE [ Operational DCWin2022.wti-lab.com Default-First-Site-Name
3 RSA SecurlD

4. Navigate to Groups tab and click Add > Select Group from Directory.

= Cisco ISE Administration - Identity Management

Identities Groups External ldentity Sources ldentity Source Sequences Settings

External Identity Sources

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
= -
= &

Add Update SID Values
3 Certificate Authentication F
) ) )] Name -~ SID
~ B3 Active Directory
;'i AD-WTI-LAB [:] wti-lab.com/IT Department/DUO 5-1-5-21-2346001846-3831695603-2264274261-2642

£ LDAP

5. Configuration for RADIUS communication between ISE and DUO. Navigate to Work Center >

Device Administration > Ext Id Sources




X Cisco ISE Q_ What page are you looking for?

Dashboard

Context Visibility

Operations Policy Administration Work Centers

Recent Pages

Network Access TrustSec Profiler

Re

6. On RADIUS Token click Add.

= Cisco ISE Administration - Identity Management

ldentities Groups External ldentity Sources Identity Source Seqguences Settings

External Identity Sources

RADIUS Token Identity Sources

o=
=

ey

3 Certificate Authentication F
£ Active Directory

] Name -~ Description
<5 AD-WTI-LAB

O TEST

£ LDAP

= oDBC

7 RADIUS Token

7. Starting from the left to right, configure the settings within each tab menu item as follow.
a. In General tab, configure the name for the configuration.

b. In Connection tab, configure the primary server details. (Primary Server is DUO Proxy Authentication
Server)

RADIUS Token List TEST

External Identity Sources

= RADIUS Token ldentity Sources

General Authentication

~ Server Connection

F3 Certificate Authentication F Autho

E3 Active Directory

=2 WTI-LAB-AD-User
= LDaP
= opBC
E3 RADIUS Token
1 RSA SecurlD
B2 sAML I1d Providers

£ Social Login

[[] safeword Server

™ Enable Secondary
Server

Always Access Primary
=] Server First

Failback to Primary Server

©  arrer

~ Primary Server

= Host P

* Shared Secret

= Authentication Port

= Server Timeout

= Connection Altempts

172.16.0.40

G0 Seconds (1)




8. Create Identity Source sequences. Navigate to Administration > Identity management > Identity
Sources Sequence

X

9.1

Cisco ISE Q What page are you looking for?

Dashboard Context Visibility Operations Policy Administration

Recent Pages
Network Resources

ice Groups
Prof
DIUS 5

Health Checks
Backup & R

Identity Source Sequences
Settings om Portal Files

tings

n Identity Sources Sequence click Add name identity source sequence and select authentication

available search list and click Save.

= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List > DUO_Sequence

Identity Source Sequence

~  ldentity Source Sequence

* Name DUO_Sequence

Description

~ Certificate Based Authentication

[] select Certificate Authentication Profile

“~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints TEST
Internal Users AD-WTI-LAB

Guest Users



Step 4: Create TACACS Policy Set

1. Navigate to Work Centers > Device Administration > Device Admin Policy Set
2. Under Policy set click (+) to add new policy set.

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings
Policy Sets Reset Policyset Hitcounts
S|aku5 Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View
Q
(] DUO TACACS with AD & DEVICE Device Type EQUALS All Device Types Default Device Admin €| 24 {@} >
(-] Default Tacacs Default policy set Default Device Admin & 0 {@} >

Policy Set Name: DUO TACACS with AD
Condition: DEVICE-Device Type EQUALS All Device Type
Allowed Protocols: Default Device Admin

3. Authentication Policy

Rule Name: Default
Use: DUO_Sequence

* Authentication Policy (1)

i) Status  Rule Name Conditions Use Hits  Actions

Q

I DUO_Sequence

] Default 3 {@}

> Options

&

3. Authorization Policy — create two authorization policy, one for WTI_Admin and another for WTI_User.

‘v Authorization Policy (2)

Results
‘4) Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions
Q
° WTI Admin A AD-WTI-LAB-ExternalGroups EQUALS wti-lab.com/IT Department/DUO PermitAllCommands WTI Admin x 16 {g}
For WTI Admin

Rule Name: WTI Admin
Condition: AD-WTI-LAB-ExternalGroup EQUALS wti-lab.com/IT Department/DUO
Profile: WTI Admin

O wnadnin A AD-WII-LAB ExtemalGroups EQUALS wii-lab.cam/IT Department/DUO PermitAlCommands WTI Admin & 16 {@:}



For WTI User

Rule Name: WTI user

Condition: AD-WTI-LAB-ExternalGroup EQUALS wti-lab.com/IT Department/DUO
Profile: WTI user

WT! User B AD-WTI-LAB ExternalGroups EQUALS wii-lab.com/IT Department/DUO PermitAllCommands WTI User &

WTI TACACS Setting

1. Go to /N option 28 for TACACS
2. TACACS Setting

ACACS : [Sharedl

Enahle: On

Primary host-address: 172.16.6.4%
Secondary host-saddress:

Secret lord: Cdefined>
Fallbhack Timer: 15 Sec
Fallback Local: On <All failures2
Authentication Port: 49

Default User Access: Ooff

Account Management Module: Enahled
Session Management Module: Enabled

11. Service Mame: wti

12. Debug: Ooff

13. Ping Test




