
Palo Alto to WTI IPSec VPN tunnel with Wakeup on Failure using %cell 

as left address 

(Please note that this configuration is compatible with the latest firmware version, v8.07, which introduces 

several new features related to IPsec VPN) 

 

In this scenario, the Network Team in Branch1 lost connection and can’t access the WTI unit via SSH 

from their LAN network to perform a daily configuration and update. The service team needs to access 

the attached devices from Branch 2. They can get access using the “wake-on failure” feature. The WTI 

unit has detected the LAN failure and has turned on the cell interface. The cell interface can be accessed 

securely because of an IPSec VPN Tunnel that has been established between the WTI and Palo Alto’s 

IPSEC server. 



Setup configuration requirements: 

WTI Network 

qmimux0 – Cell Interface Cell Dynamic IP 

eth0:0 – Virtual Interface 172.10.0.1/30 

Eth0 – Inside (LAN) 172.16.0.44 

Local Network (LAN)  172.16.0.0/24 

Remote Network (Peer) 172.16.100.0/24 

Palo Alto Network 

Eth1/1 – Outside (WAN) 98.174.158.100 

Eth1/2 – Inside (LAN) 172.16.100.2 

Tunnel Interface name PaloAlto-WI-Cell-Dynamic IP 

Local Network (LAN) 172.16.100.0/24 

Remote Network (Peer Virtual Network)  172.10.0.0/30 

 

Configure WTI IPSEC VPN  

To configure or setup IPSec VPN from WTI WebGUI, go to the Configuration menu and navigate to the 

VPN Options. Expand the menu and select IPSec (Client Site-to Site). Please refer to the screenshot 

below for the configuration. 

Create eth0:0 Virtual IP Interface from VPN IPSec script under left up/down section available from 

Web GUI only  

To create an eth0:0 virtual IP Interface from WTI Web GUI, go to configuration >> VPN option >> IPSec 

(Client Site-To-Site) >> select Tunnel Name >> Left Up/Down copy or paste the script as below. For this 

example, we assigned virtual ip address as 172.10.0.1/30.  

#!/bin/bash 

case "$PLUTO_VERB" in 

    up-client) 

        # Create Virtual Interface eth0:0 

        ip address add 172.10.0.1/30 brd + dev eth0 label eth0:0 

        /bin/wtinwcon sendwebrestart 

         ;; 

    down-client) 

        # Remove Virtual Interface eth0:0 

        ip address del 172.10.0.1/30 dev eth0:0 

         ;; 

   esac 

 



 

Note: Use the static IP as the left address for the static IP address on the Cell interface. Alternatively, use 

%any for the left address to allow the VPN tunnel from any interface (eth0 or cell). 

 

 

 



Create a NAT in IP TABLES to allow WTI device to ping 172.16.100.0/24 network  

 

type /N and hit enter then select 5 for IP Tables enter the command mentioned below to allow remote 

peer (LAN) to access.  

 

iptables -t nat -A POSTROUTING -d 172.16.100.0/24 -j SNAT --to-source 172.10.0.0 

 

Enable access to the WTI WebGUI using Virtual IP Address from Eth0 

To access the unit via the WebGUI using a virtual IP address, please enter the virtual IP address as the 

"Listen Address" in the Web Access. 

On WTI WebGUI, go to Configuration menu and navigate to Network Configuration and expand the Web 

menu. Enter an IP Address as 172.10.0.1 as Listen address. 

 

 

 



Enable Wakeup on Failure from Cell interface 

To configure WTI cell wakeup on Failure from WTI WebGUI, go to Cell Configuration and click on 

Wakeup on failure. Please replace the Ping Address/Host 1 with the IP address you want to monitor 

from the Eth0 interface. 

 

 

 

 

 

 



To verify if the virtual interface created by running the command below from WTI CLI 

To check the VPN connection from WTI CLI 

/bash ipsec status 

/bash ipsec statusall 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Palo Alto Setup Configuration  

1. Creating a security zone on Palo Alto Firewall 

First, we need to create a separate security zone on Palo Alto Firewall. In order to configure the security 

zone, go to Network >> Zones >> Add. Here, you need to provide the Name for the Security Zone. You 

can provide any name as per your convenience. 

 

 

 

  

 

 

2. Creating a tunnel interface on Palo Alto Firewall 

 

 

You need to define a separate virtual tunnel interface for IPsec Tunnel. To define the tunnel 

interface, Go to Network >> Interfaces >> Tunnel. Select the Virtual Router, an IPsec-VR in my case. 

Also, in Security Zone field, you need to select the security zone as defined in Step 1.  

 

Interface Name: tunnel.1 

Virtual Router: IPSec-VR 

Security Zone: IPSec-VPN-Zone 

 

 

 

 

 

3. Defining IKE Crypto Profile [Phase 1 of IPSec Tunnel] 

 

 



Now, you need to define Phase 1 of the IPSec Tunnel. You need to go Network >> Network 

Profiles >> IKE Crypto >> Add.  

 

 

 

4. Defining the IPSec Crypto Profile [Phase 2 of IPsec Tunnel] 

 

Now, you need to define Phase 2 of the IPSec Tunnel. You need to go Network >> Network 

Profiles >> IPSec Crypto >> Add.  

 

 

 

 

 

 

 

 

 

 



       5. Defining the IKE Gateway Profile 

Now, you need to go to Network >> Network Profiles >> IKE Gateways >> Add. In General Tab, 

you need to define the name of the IKE Gateway Profile. In Interface field, you need to define 

your Internet-facing Interface, in this example, IP Address of Ethernet 1/1 is 98.174.158.100. 

Select Peer Type as Dynamic. Select the Authentication Method, i.e. Pre-shared Key or 

Certificate. In this scenario, I’m using the Pre-shared Key as WTI949.  

In the Local Identification select IP Address.  Peer Identification as FQDN (hostname) and select 

IKE Crypto Profile as WTI_IKECrypto. 

 



 

 

6.  Creating the IPSec Tunnel 

We have defined IKE Gateway and IPSec Crypto profile for our IPSec Tunnel. Now, define the 

IPSec Tunnel. Go to Network >> IPSec Tunnels >> Add.  

 

 

 

 



Go to the Proxy ID Tab and define Local and Remote Networks. In this scenario, Local Network is  

172.16.100.0/24 and Remote Network is 172.10.0.0/24. 

 

7. Configuring Route for Peer end Private Network 

Now, you need to provide a static route for Peer end Private Network. Go to Network >> Virtual 

Routers >> Default >> Static Routes >> Add. Select the Name for this Route and define the destination 

network for this route, in this example 172.10.0.0/24.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

8. Creating the Security Policy for IPSec Tunnel Traffic. 

Now, you need to create a security profile that allows the traffic from VPN Zone to Trust Zone. You need 

to Go Policies >> Security >> Add to define a new Policy. 

 

Security Policy overview 

 
 

9. Creating NAT to allow Inside (LAN) access Internet. 

Now, you need to create a NAT that allow inside LAN access Internet. You need to go to 

Policies >> NAT >> Add to define a new NAT. 

 

NAT overview 

 

 

 

10. Check VPN connection in Palo Alto 

Go to Network >> IPSec Tunnel 

 

 

  

 


